Exercisae 1 0 ne-liners™ 1P each = BP

Give & short {one line) answer /explanation using the results from the lecture amd the exerelses,

{a) Our notions of CPA and CCA security are based on the ides of indistinguishoble eneryptions. State the name of another
nation of security used for ES.

{b) What s & safe prime?
(¢) Name a polynomial-time algarithin ior testing primality.

fid) Why s the RSA-problem not a OWTF over (], 1) with p prime?

(&) How many generators does ()4, -, 1) possess? Remark: 113 is prime.
{£) How meny primes are ssymptotically in the interval [0, 2%]7
(#) Give an example of 4 family of gronps w.r.t. which the DDH is conjectured to be hard.

(k) What is QAEP used for?
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Exercisa 2 IP+L2P+1P=5P

(&) State which of the following eryptographie primitives resp. schemes are known to exist (as diseussed in the lecture)
under the sssumption that CPA-secure PKES exist:

PRO. CCA-seeure PKES, secure MAC, perfectly secret ES, CRHT, secure D55, UOWHF

ib1) For which of the shove primitives resp. sehemes is their existence known to be equivalent to the existence of (WEF?

{e] State & conjecture which is known to suffice for CCA-secure PKES to exist.
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Exercise 3 dP+2F+1P+1F=TF

Let F be a PRF of key length n and block length [{n)
{8) Define Gen, and Ene for F-rCTR (randomized connter mode) ES.
‘b Show that F-rCTR ES is not CCA-secure.
{£) What is g possible advantape of F-rCTR when compared to ForCBC {randomized eipher block chaining)?

T 12 C P-". ecurity bound derived for F-rCTR in the lecture depends not only on the probability thet an adversary can
_E_ rom & RO but elso an the block length of F. Why?
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Exercise 4 3P+ b +20—sp

aP 3

Let {Aplnen be & collection of ecompression functions with fy o {0, 1}2" = {0, 1}" for n € M.
{&) Deseribe how the Merkle-Damgied construction is used to construet from ky a collection of hash funetions Hy py.
What is the domain of Hew?
Name one cryptographic property that H, v inherits from by,
Let F be a PRF of key and block length n. We Can extend the domain of F by applying the Merkle-Damgird eonstruction to
holz|ly) := Foiy) {for =,y € {0, 1}™}. Denote by Fpy -= H, 1y the resulting funetion for IV € {0, 1}7.
{t Showr that 1?:1,' it not & PRF for IV ll‘-: {i]. l}r' the secret key.
{e) Define {Gen, Mae. Vrf) for F-NMAC. Feel free to use F.
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SP+1P+fP + P +2P=0P

Exercise 5
AP 2P

The multiplicative group modulo N is denoted by £5,2=(E5. . 1), Let

fivey: By = E5: o =b % mod N

be the map defined by taking x € £5; to its e-th power modulo N,

Hint: 385 =5.7-11.

{a) What is the arder and the exponent of the group (E3ge. -, 1}7 Is this group eyelie?

-

(b) State the precise characterization of those ¢ € Z for which fy . i & permutation on

{e] How many distinct permutations of this form fiy . are there? Prove your answer.

{d) Compute a o € M such that Fiaas.4) B the inverse permutation of fragzs 7.

| Assume you sre ghwen public and private RSA-TDP parameters {V, &) and {V, d), respectively. Further, let b {0, 1} =
[0, 1} be a conerete hash function, e.g. RIPEMD-160.

Deseribe how to slgn & message, and how to verify & message-signature pair using the REA-TDP and kb based on the
JSull-domuain-hosh heuristic. Assume that NV & :E:r’ﬁ. ?""24':.
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Exercise 6 ap

Let F be a PRF of key and block length n, and |7 {1 2,271 = {0, 1} some encading funetion.

Agsnme wea derive from F. L:'l.'_Jj.' random secret key { 0. 117, & sequence of peendorandom kevs ky, .o koo with by o= Fid|4])
and rin) some fixed polynomial.

Prove that every PPT- F1 LJ:!J P which on [ ut ki, ... kppnj—1 tries to compute kopy can only suceeed with neglisible
probability. T Ll E e l ne a distingnisher T? for F :'.1 ieh uses P as subprocedure.
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